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Abstract—The increasing digitalization of medical
information has raised significant concerns regarding the
protection and privacy of sensitive patient data. In this context,
blockchain technology, coupled with the Inter Planetary File
System (IPFS), emerges as a potentially revolutionary solution,
offering a secure and decentralized paradigm for managing
health records. This article examines the intrinsic properties of
blockchain—such as transparency, immutability, and
decentralization—and explores how IPFS can be utilized to
store particularly sensitive data, enhancing data security and
accessibility. Through the analysis of case studies and existing
implementations, we highlight how this combined approach not
only strengthens the protection of sensitive data but also
facilitates secure information sharing among various
stakeholders in the healthcare sector, enhancing operational
efficiency and care coordination. The implemented experience
has been part of the research work in the project SOLOMAX.
Additionally, we discuss the technical, regulatory, and
operational challenges accompanying the adoption of this
hybrid blockchain-IPFS architecture, which also promotes a
more environmentally sustainable solution by optimizing data
storage requirements. In summary, this work underscores the
potential of integrating blockchain with IPFS to transform how
health data are protected and managed, promoting a safer, more
efficient, and greener approach to handling medical
information.
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I. INTRODUCTION

The technical background refers to the experience in research
activity for the funded Italian project SOLOMAX [1]. In that
context, blockchain technology is employed within the
healthcare sector, specifically tailored for telemedicine
applications. The objective is to manage healthcare data using
Distributed Ledger Technology (DLT) to ensure high levels
of security and privacy, fully compliant with the GDPR [2].
This approach also maintains a comprehensive access history
to safeguard data integrity. The project has brought to the
creation of a Proof of Concept (PoC) that demonstrated the
practicality of these advanced technologies. The development
process was structured around several key phases:

e Needs Identification: Pinpointing  specific
telemedicine requirements and potential blockchain
solutions.

e Security Tools Analysis: Evaluating blockchain
technologies and the Inter Planetary File System
(IPFS) as secure methods for data handling. The use
of IPFS addresses the challenges of storing and
accessing large medical datasets efficiently, while

blockchain ensures the security and integrity of these
data transactions.

e Development: Utilizing Swagger [3] for REST API
construction, NodeJS for developing the logical
management interface, and the Go language for
crafting chaincode in Hyperledger Fabric.
Integration with IPFS allows for decentralized file

storage that complements the blockchain's
capabilities.
e Testing: Conducting functionality tests with

Postman [5] to verify the effectiveness of the
blockchain and IPFS integration.

e Results Compilation: Gathering and analyzing the
outcomes to assess the viability of this hybrid
technology approach.

Each of these stages will be discussed in greater detail in the
subsequent sections, with a focus on addressing the unique
challenges presented by the telemedicine context. This holistic
approach ensures a robust solution that leverages the strengths
of both blockchain and IPFS for superior data management
and security in healthcare.

II. BLOCKCHAIN AND [PFS

A. Blockchain — Hyperledger Fabric

The application of blockchain technology, and specifically
Hyperledger Fabric (HF) [4], in storing medical data, offers
significant advantages that transform healthcare data
management. Blockchain ensures that medical records are
immutable and transparent, making them tamper-proof and
easily auditable, which is crucial for maintaining the integrity
of sensitive health information. The very nature of blockchain
technology is designed to operate in environments where trust
between parties is minimal or absent. Thanks to its immutable
and decentralized nature, blockchain ensures that all medical
records are secure, transparent, and accessible only by
authorized parties, fostering a trusted environment that
enhances patient care and data integrity. HF enhances this
with its permissioned network structure, allowing only
authorized entities to access patient data, thus bolstering
privacy and security. Additionally, Fabric’s efficient
consensus mechanism reduces transaction times and
improves scalability compared to public blockchains, making
it ideal for the high demands of medical data processing. This
architecture also supports customizable smart contracts,
enabling automated, compliant data handling processes that
reduce administrative burdens and errors. Collectively, these
features make HF a powerful, secure, and flexible solution
for medical data storage that adheres to strict regulatory
standards. Unlike public blockchains, Hyperledger Fabric



allows the creation of private networks, ensuring that
sensitive medical data is accessible only to authenticated and
authorized participants. Fabric's support for private data
collections allows for the creation of confidential contracts
that segment data visibility per user or organization, ensuring
that patient data privacy is maintained across transactions.
Moreover, its modular architecture allows for customizable
solutions that can be tailored specifically to the complex and
varying needs of healthcare organizations, promoting
efficiency and scalability.

B. Inter Planetary File System (IPFS)

Integrating the Inter Planetary File System (IPFS) with
Hyperledger Fabric (HF) for the storage of substantial
medical data, offers several distinct advantages. IPFS excels
in efficiently handling large files such as medical imaging
and test results, distributing storage and access across a peer-
to-peer network. This decentralization reduces the load on
any single point, enhancing system robustness and data
retrieval speeds. When used alongside HF, IPFS provides a
layer where heavy data can reside off-chain, while
maintaining references and integrity checks on-chain. This
synergy enables a scalable solution to manage large datasets
without bloating the blockchain, keeping the ledger lean and
performance optimized. Furthermore, IPFS's content-
addressable nature ensures that data is immutable once
published, and data retrieval is efficient regardless of
geographical location, making it highly suitable for global
health systems. This combination not only secures data
through cryptographic means but also aligns with regulatory
compliance by providing a verifiable audit trail of data access
and changes.

[II. DATA SENSITIVITY IN THE HEALTHCARE CONTEXT

Blockchain technology can be effectively utilized in a
multitude of ways within the healthcare industry. Its
implementation eliminates most maintenance costs, such as
data backups, recovery, and integrity verification
mechanisms. According to the U.S. Department of Health
and Human Services [6], blockchain has the potential to be
utilized in various applications within the healthcare sector.
These applications include, but are not limited to, medical
records management and drug distribution. Moreover,
blockchain technology can streamline the bureaucratic
processes inherent to the healthcare sector and enhance the
security of data collected from sensors and medical facilities.
The healthcare sector has historically demonstrated a
reluctance to adopt new technologies. This reluctance may be
attributed to several factors. One such factor is the complexity
of the healthcare system, which is subject to strict regulation.
Consequently, the introduction of new tools may necessitate
numerous proceedings before full adoption. Additionally, the
absence of standards regarding the application of blockchain
may pose an interoperability problem, necessitating the
clarification of how and how to structure these technologies.
One potential solution to the limitations described above is
the use of a second storage network for off-chain data based
on IPFS (Inter Planetary File System), that is not stored
directly on the blockchain. This approach allows for the
retention of most of the advantages of the blockchain
approach while reducing its inefficiencies. Unfortunately, the

IPFS system currently lacks a robust content access control
system that can guarantee secure, structured access to
information. This can be addressed by implementing
selective access controls that can be designed in accordance
with defined rules, which could then be implemented as smart
contracts within a blockchain framework.

IV. ARCHITECTURE IMPLEMENTATION

The designed architecture for the security-module is
composed of multiple components which represent key
technology elements with a specific role. A central role is
employed by the server.js which acts as connector for API
requests to the other three components into the architecture:
the first, Firebase, contains the information needed to manage
access permissions to each patient's sensitive data; secondly
the blockchain, where all users' private and public data is
stored; and finally, the IPFS, which is the decentralized file
system that separates public and private data from users'
medical data. The server, written in the JavaScript language,
has a "Three Tier" type architecture. This architecture is
widely used in client-server applications since allowing
greater interoperability, maintainability, and code clarity. This
modeling is provided by Swagger's server code generation
tool, which was adapted in the security-module to implement
the secure data handling workflows through the interaction
with the medical web portal, also designed in the project, to
support the clinical operations between patients and doctors.

V. CONCLUSION

The adoption of Blockchain-based architecture represents an
innovative and strategic solution for the protection of sensitive
data, with relevance to the healthcare sector. Blockchain not
only ensures the security and integrity of data, but also
provides a level of transparency that is critical to the trust and
reliability of healthcare processes. This ability to track and
verify every step of the data process is crucial for the
continuous improvement of clinical practices and the
optimization of healthcare resources. Therefore, the
integration of Blockchain and IPFS technologies into the
healthcare system not only strengthens data security, but also
contributes to more efficient and reliable use of predictive
technologies, leading to significant improvements in patient
care and the overall effectiveness of healthcare services. In
conclusion, the integration of blockchain technology into the
healthcare system is not merely a matter of security; rather, it
represents a pivotal step towards the development of a more
transparent, efficient, and future-oriented healthcare system.
For instance, the transparency provided by Blockchain can
facilitate the implementation of an execution enclave where to
store predictive algorithms requiring a secure execution
environment. The same consideration would apply for the
protection of accurate and verifiable sensitive private datasets.
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